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et Tunaun R fell

l auaya

dudumsiBvFRRsIdov

!

Yalasguaunsai

v

rhmsdadvaunsal

Tunu
auaya

l Wiu

Wungs:uu
Monitoring

\ 4

s1gvuLazasuwa

A 2.4 TuppuNSUHURMY



uni 3

nannuanIsN1TUHURULasRauly

3.1 vdninasimieadesfiunisufiRnu
MseenuuUTTUUIASetIefiRmsEnaudesnstdaudundn wunslduselevian

weluladoadui anaududouvesszuy ilelidiedonistigadne suian wagvene
szuvluouian Imﬂﬁwé’ﬂmiﬁﬁﬁ’iyﬁamsﬁﬂmLLaxﬁmeﬁmméfaami‘ﬁamﬂsﬂ%’mu
Juins uazmaluladodiesoudu gilensujifnuiesniseenuuuuaznsdnnisssuy
\Sateneufiunes vesdatuausstaediiaun fndnmsiineadedl

3.1.1 LUIAALAEUANNITNTEDNRUUSEUULASDUY

3.1.2 nénmsnquinazaasguiiieaiussuuieiete

3.1.3 vinelaglod (1P Address)

3.1.4 VLAN %39 Virtual Local Area Network

3.1.5 NNSIANITIEUULAIDUNUADUNLADS

3.1.1 LUIAALAZHANNITNITDDNUUUTZUULATDUY
NM5ILATIZHAIUADINS (Requirements Analysis)
- ASANWISTUULAS VLAY AB YINAUAENINLINR BULALYINNAVDY
JEUULAY
- mFnnEianudessangldau Ae iiudeyaisrtunsldaunazana
ARINTAIUUAAATDIAAZUAAATTONANR LY
- AMTIATIEHANUABINITVBIBIANS AB YinANULU AL I rueLas AAN19vY
aadnsTietasiussuueSeT.
- shaszvanudeenisaunalulad fe Resameluladiviuaiouay
winzaufuaudosnsidulule
msane1AnudulUld (Feasibility Study)
nsUszdiuaudululslunisesnwuussuuniedieauaiudeenisi be

WL ez auiuausasnsiiululalunsesniuuszuURS Y18

-10 -



nstdenUszinnvuaaIadne (Network Type Selection)
nsidenUsuinniaietefiuraniuruauasdnuaenisidenuludeidy
WiellsuszansnmasanuazUszndaaildane
ﬂ']’iaaﬂLLUUIﬂ’iaa%'Nﬁug’m (Infrastructure Design)

- M3e8NLUY Topology uimuslasiaisnsidensogunsallivmnzan wu
mai¥eusesedu Core Layer iludwifimuigeiigaluszuuieiotendngunsaliniete 7
ogludntl avdsdeyaldmndiimmindeiogs fmsiaduuumaunuild

- MIIAMS Bandwidth Ao ANTANANUADINTTUUUAIAN EUTULBUNBLATURN 9)

- nsldusglevdannmalulad fe denldmaluladuarflinesfimunvay
Weriulszaninmuazanaududeu

- mnudavgunaznisveneda fe senuuultanunsasuian uily wseia
gunsadlu 9 ladeluewian

- anudaensiy Ae Atlsdansnsshwanudasndevestoya

3.1.2 ndnnnuuazanAsgLiieafUsTUUATaYE

N1799NLUULATEYYANEME 3-Tier Design (@01UnEATTULUU 3 $1) Hunila
TuaaUmenssuiilaSunnudenlunisesnuuu Data Center TnouUsosniduaudundn
Tassadrmanadetieiiuisoanduauiawasndn laun Access Layer, Distribution Layer
waz Core Layer dafulunaniseanwuuiadedieiivelvnissanisndevreduluegned

UsganSanazaiunsavenslaegrsiene

JAY
Core Layer ( )
(1aiendnan)

\Y
Distribution Layer
(1awafnnsnszang)

Acces§ Layger‘ 4--> 4—: 4-’ 4-’
(tawain1signng) <_—> - 4_—) ‘_—’

ANV

NENBNBNBARN

A 3.1 gUn1seRNULUULATeY N 3-Tier Design (@n1UngnIsuluy 3 9u)
-11 -



1. Access Layer (tatgasn1stdnig)

Access Layer \Hutuiflnddatugldaunniian Inevhmdhildeudegunsal
Wb L Aeuawmes, Insdnid IP, wazaunsal loT WriuwaIevneaunsallu Access Layer
finazidu g (Switch) Anenduaunniiiesesiumadesrevesgunsalvanseii

Access Layer Sadugaiildlunsmuaunaitnieesily Tasldinaluladivu
VLANS @z Port Security tiadnnisanudasndouagnisdndisuns ngin
2. Distribution Layer (1talga$n15n52218)

Distribution Layer ﬁﬂ%ﬁﬁﬁi’m%ﬁﬂ/\lﬂﬂmn Access Layer #%ang € Fandn
fefu waswSoumamfinua iudiedstalss Core Layer iawosidiminfiaununis
WIR9TENINNINLUUAYB ATV (WU TE1I19 VLANS) kagdani1sn1snsasnsniinlagly
N13NOIANLAR (Packet Filtering) uay Access Control Lists (ACLs) gunsailu Distribution
Layer ¥nazidu 151umes (Router) wise @nduuusiafndnd (Multilayer Switches) fianunse
FamsnswiAindidudouls

3. Core Layer (talwa3uan)
Core Layer futufiegduvuanvonaiots v dduunundnlunis

o |

Sunazdwsmiindiunen Distribution Layer lufsdrusing 9 venaiatnzegasiniuaees
igesfionufuarUszAvinimgs mmevhmihilunisdmaniinvualngjseviaedodne
Al (Internal Network) kagia3ad1eniguen (External Network) aunsallu Core Layer
Tnazidu a‘imsﬁﬁﬁmwm%a@a (High-speed Switches) fianuuuLiieseaunIsamns AN
USunasnnlaognesing
ANUAIAYVBINITUENLALDS

nswsaseYgeenluiaeassig 9 Fagliaieviedaudangulunis
yeeiuazansadansidietuuenanidmaslumsiansmamiinedaiuseansam
anaududoulumiadelgm wazdiuugmnudaensdelagaunsaniugunisidnfsluus

1Y o 1Y

azialwosly nsidlalasadnauu Access, Distribution wag Core uugiuddnydms
MseenuuulazdinmAS o efiiinrmdudeunariussans g

3.1.3 nuneiavlew (IP Address)

yinoiavlef (Internet Protocol Address) azuuadu 2 sunuuiitdusnnsgu
994 IP Address Ao IPva (32 Tn) uaz IPv6 (128 T) Tae IPva 19 ugUuuuii ldauegis

wnsvanelulagdu uazUsenaumediay 4 ¥n lneusavynazilynd 191192.168.100.1
V3 172.16.10.11 1¥udu

-12 -



1st octet 2nd Octet 3rd Octet 4th Octet

192.168.100.1

11000000 . 10101000 01100100 00000001

L , A
Bl('\!|x|vymt|y'v Y oBit Y r'vslt\IV'r’l

| |

Octet= 8 bits Octet= 8 bits Octet= 8 bits Octet= 8 bits

|
IP ADDRESS TOTAL 32 Bits
8+8+8+8= 32 Bits

AN 3.2 FregegUiuures IP Address

A5149u IPv4 (IP Version 4)

anunsavenliimineaUszsnsesmeniiumeduraviasodlustuuadetied
14 Protocol wuu TCP/IP Ssvanenaw IP Address vaainipsneufinmasusaziniocasligniu
Tnesaiay 4 gniagusuania Network ID fu Host ID #saguanlidinadios Computer 409
ieglungy Network wuulvuuszialyunazifuedosivulu Network lnssunuulasiaing
fiugnu IP Address aedidsil

- dauii v u Network v wwuu 8 9 (1luvl) was Host 24 Gn (3Luh)
syuufavwiadudnisale 256 Waisa wazuuaduleadla 16,77,216 loan

- adudi i u Network L uwuu 16 9w (2luv) waz Host 16 99 (2luvi)
syuunazuuadudnisala 65,536 Wansa wazuvaluleadls 65,536 laan

- §dauii v u Network vl uwuu 24 9w (3lush) waz Host 8 Gn (1luvh)
syuufavwiadudnisale 16,777,216 dWadsa wazuvaduleadls 256 lead

< 32 bits

256 networks each
Host with 16,777,216 hosts

- 8 bits>» <«—— 24 bits —————>

65,536 networks each

«<«—— 16 bits —>» «—— 16 bits —>»

Host 16,777,216 networks
o each with 256 hosts

<—————— 24 bits ——————> = 8 bits—>

Y

A9 3.3 UkuUlATIaseugu IP Address

-13-



A15kUY Subnet mask ¥a4 IPv4

Subnet mask v Parameter (W1513t0195) anfanianifosszuAIue iU

Y

nu8LaY IP Address (lofiwanasn) Nunived Subnet mask AAe N15378TUNISLENWELI

drulanelununeiay 1P Address (laft hoatasn) 1w Network Address (MIRASA wamLATN)

wazaulaldununeiay Host Address (lan wannsn) fatiu axdunaledn deisisey IP

Address liuiasaspauiiunesiandndusesssy Subnet mask adludeynasa Tun1suwus

Subnet mask fine7ian azuisluduves Octet wedilu /8, /16, /24 Fansna seluil

Prefix length

/8

/16

/24

Subnet Mask in Binary (N=Network, H=Host)
NNNNNNNN.HHHHHHHH. HHHHHHHH. HHHHHHHH
11111111.00000000.00000000.00000000
NNNNNNNN.NNNNNNNN.HHHHHHHH.HHHHHHHH
11111111.11111111.00000000.00000000
NNNNNNNN.NNNNNNNN.NNNNNNNN.HHHHHHHH
11111111.11111111.11111111.00000000

Subnet Mask = #of Subnets = #of hosts
255.0.0.0 2 16,777,214
255.255.0.0 q 65,534
255.255.255.0 8 254

mi'mﬁ 3.1 MN159NITUUS Subnet LUURSY Octet (N=Network, H=Host)

wardain1shU Subnet WUUN biRsIAU Octet az@asluduaiuvas Host Tu

Subnet mask 111491U fanns1esaluil

Prefix length  Subnet Mask in Binary (N=Network, H=Host)

/17

/18

/19

/20

/21

/22

/23

/24

/25

NNNNNNNN.NNNNNNNN.NHHHHHHH.HHHHHHHH
11111111.11111111.10000000.00000000
NNNNNNNN.NNNNNNNN.NNHHHHHH.HHHHHHHH
11111111.11111111.11000000.00000000
NNNNNNNN.NNNNNNNN.NNNHHHHH.HHHHHHHH
11111111.11111111.11100000.00000000
NNNNNNNN.NNNNNNNN.NNNNHHHH.HHHHHHHH
11111111.11111111.11110000.00000000
NNNNNNNN.NNNNNNNN.NNNNNHHH.HHHHHHHH
11111111.11111111.11111000.00000000
NNNNNNNN.NNNNNNNN.NNNNNNHH.HHHHHHHH
11111111.11111111.11111100.00000000
NNNNNNNN.NNNNNNNN.NNNNNNNH.HHHHHHHH
11111111.11111111.11111110.00000000
NNNNNNNN.NNNNNNNN.NNNNNNNN.HHHHHHHH
11111111.11111111.11111111.00000000
NNNNNNNN.NNNNNNNN.NNNNNNNN.NHHHHHHH
11111111.11111111.11111111.10000000

- 14 -

Subnet Mask #of Subnets #of hosts
255.255.128.0 2 32,766
255.255.192.0 a 16,382
255.255.224.0 8 8,190
255.255.240.0 16 4,094
255.255.248.0 32 2,046
255.255.252.0 64 1,022
255.255.254.0 128 510
255.255.255.0 256 254
255.255.255.128 512 126



Prefix length = Subnet Mask in Binary (N=Network, H=Host) Subnet Mask #of Subnets #of hosts

NNNNNNNN.NNNNNNNN.NNNNNNNN.NNHHHHHH
/26 255.255.255.192 1024 62
11111111.11111111.11111111.11000000

NNNNNNNN.NNNNNNNN.NNNNNNNN.NNNHHHHH
/27 255.255.255.224 2048 30
11111111.11111111.11111111.11100000

NNNNNNNN.NNNNNNNN.NNNNNNNN.NNNNHHHH
/28 255.255.255.240 4096 14
11111111.11111111.11111111.11110000

NNNNNNNN.NNNNNNNN.NNNNNNNN.NNNNNHHH
/29 255.255.255.248 8192 6
11111111.11111111.11111111.11111000

NNNNNNNN.NNNNNNNN.NNNNNNNN.NNNNNNHH
/30 255.255.255.252 16384 2
11111111.11111111.11111111.11111100

A9 3.2 M1519N15KUS Subnet wuunlinsanu Octet

3.1.4 VLAN %38 Virtual Local Area Network
ﬁuLﬁuﬂmauﬂ’ﬁwﬁlwaa Switch vineuag vy Layer2 (Data-Link Layer) lng

ihfivdnvesiufe musnnsidesseirietereyiiamesiludu 1 Wumsunguveanios
AonfwosUanenseanilunguges 9 Aeeg LAN (waw) Weadu usannsademsiuldians
w3 adlunguvawnuiiog niglu VLAN ideafumindu degratuiiadred uuuedetsuuy
men (Physical Network) Tng VLAN aglduaneiay VLAN (VLAN ID) iusaivunveuinves
\w3ev1e gunsaliiegnelu VIAN Wenfuavanansadeansiiuls uslianansadeansiugunsal
flaguen VLAN 1 waedsiiuselevtiunning 1ou

1. anulasnde: mnwn%aagaﬁﬁw Syeenanadindus veaedeviuauise
Hredosiunsidiftoyasgdlilasueygnle

2. nMssanaiaTetie: VLAN 9aslianunsadanisiadetislddnedu uay
A1U1309AATINTNYINTANUANIUABINTVDIAAL AU

3. antyyinmssunau: esandeyaluusay VLAN azuenainfu mssuniu
Toyaseninanguene lueseviedanas

4. a1sldnTweansageliusedniaan: VLAN drelviauisaldvnsnenns
wdeteldundulaelidonfiugUnsaiiedeorns wu ansiuaumsld Switch as 1iosan L2

Switch @n150@319 VLAN 16t 4,095 VLANs (Quegfivaiaves Switch)

-15 -



VLANID= 2

Computer Printer

mwﬁ 3.4 gﬂmiaamw‘u VLAN a1ulu Switch

3.1.5 N15IANTTITUULATOYUABUNLADS
MsdansszuuAietemsiiedesilefianinsansivdeuaniuziAI et LUy
Fealnil 1wusguu Network Monitoring (14U PRTG, Zabbix %30 Nagios) LaEANTHIAINS
uiafeudlofamaiiaund 1wy mIsuvesszuy iegunsallinevaues
Aauamsimuausunsthgssnueietsegsainane 1wy MssUiamiisy
wresgunIniindetns N13d1509AINITRIAIABUTIN UATNIIATIABY Log File DY
avnaue sudaiiszuud1sesdoya (Backup) Wagununisfau (Recovery Plan) Tunsdiilvin

AULAYNY

3.2 Reulv/Aeduna/danrssziv/asiiarsddslunsufifey

1. anuvasadevesszuududadfysuiuusn mstmuadninisdndssuuaieds
museAugldny uazlimsUanesnieuinmsilidndulivuesede

2. mawAsuulamiouuugsszuunsinisdudin (Documentation) ynass Litoly
anunsodanmioundsls nsdhintiym videdinmsiwasugguaszuu

3. ldmsdmun P drduluszuu Tasansfiszuuans IP WU Static wagdnviianans
LARSTIEN"S IP Address Trmun

4. szuudesansavivregldlusuian 1wy madinmaifindiuiueiamiegalden

mseLHuIwaznesnuugUnsallitieane
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dsestoyarnouiinvesgunsalinievielisgrsasinaue wazfuliluivasnse
Tnsiowglunsaliifesudeuniodongunsal
mMsveusnsugldmsiearstidiledne iedesdunsldnugunsalinienie
AnUszLAY 19U MInenmednananieidngunsallagliudadmihi

§Uian Firmware Wag Patch masnsfevesgunsalegiaue iletostutedlniann
foanarumelsiues

AsvpaeuszuUiawdalduaie sadunsdeude A mnuades wasanm

Uaansiy 1uin153NaeangnIsaianidu 1 n1sauvaddsiiiasuan
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una 4

ad a wa
N1TUHUASU

4.1 NAINTTULALUNUNTTUH TR
TuN1598NLUULAYNITTANITTEUULAS BUIUABUNAADS VBIADIUUAUNT N ALl TN

U

JuivRnudesdemuduaraudlafstuamemenisszuy welidlavdnnsyiey
wazanansnUFoRmuldegnegndes Tnsdssuiufeadladouns Ufohouisd

4.1.1. mvenuuuiAietEdnuLy 3-Tier Design lunisfindsgunsal

412, msinass IP Address leldnuneluvesantuausifaend faun

4.1.1 M3RNLUULATaUEANEAIL 3-Tier Design Tun1siansgunsal

UHURVS:UULASDUIADUWILODS amUuauasiagnaisuun
Princess Galyani Vadhana Institute of Music Network System
1/16Gb: 1/16Gbs EnaAuEs
UTPCat6
Server Zone s Fiber optic Multimode OM2 / 1Gbps
0 o EEEEE———— A s i y s Fiber Single mode /1Gby
e § Firewall Zone | S e
: PS L"v i s Fiber optic Single mode / 10 Gbps.
{ o } ‘s Fiber optic Multimode / 10 Gbps.
WLC Zone
\:& g Network Zone !
| e o e o {— b | Gy s o
o i re [ i {20 Gops. : e
v v [ s coura 5{] {)= 20 Gops
H v |
B e
[ ———
" 10 Gps | tas a
126l
16wy W VN
1 Gbps ey
1 Gps ———
"""""""""""""""""""""""""""""""""" |B R R N ) k_1GI:95
1 Gbps =
oo J s owmsacdudian
£ 1Gbps —1Gbps
G vmsifiuindavauas wB
-
) ) Gscooror
ke Gsaoo = S N
—— D
- 1256300
P
=
Gsao
=
see—
RooRURUSVH e
—
L2 Catalyst 2560 POE~ e
—
2300
Building Zone

A9 4.1 LRURSTEUUASEINEABNNISDS VBIEnIUUAUASNALaL TR
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N1900NLUULATOY188 Ny 3-Tier Design (@a1UnenIsunuy 3 Fu) Tnouvs
soniluanutunaniasiadravenaIotieiiutsoeniduauaoingn Tiun Access Layer,
Distribution Layer wag Core Layer §a.duluinaniseenuuusa’ouieiigaelinisdanis
w3eneduliegradisyanianuazanunsavenglaegnsiienie

laseas1eseau Core Layer gunsaliaunfindeg Data Center Minausuiu

U
LY =

Firewall, Router, 1A303ABUN MBSN85 UUANLard 1T Ul auABn UK AUTNT

Suwesiiaiiosudiloyagdumnesiindnie

(% '
a v

TAsaad93e#y Distribution Layer gunsafludauilazgnindsil Building Zone
fnsieudemeamsloutiinadudigunsal ilesesiunindensoangunsallusesiu
Access Layer iRndenuoransiiu « Inelasedl

1. 21M381W8NT

2. IANSANTIVUASUNS

3. 1ASNAYINUARNT

4. 91M1AUdNSSEUIwaTdUNUINTg

5. o1msLAueSosnuss

6. BIMIAULSEUIAUATIVY - WiTe (Wood Box)

Tasaadnaseay Access Layer azifulateasilnddadnduildunnfignidugaiith
wdosnaufiumeivesldiingssuuiaterns dmfu LAN gunsaivhauegluaweiiindu
alndiawes 2 awgnid enlesduludaindfieylusedu Distribution Layer Aanany UTP
(Cat 6) @dndiiinisndusdosiinesn UPLINK Ingvhmiinilidousegunsaivareniadafiu
w3etnevdnlussgunaainng 4 Wy inTesneuiauned, in3esTumes, ndosaunuionans
wargunIaling q 1Wudu

4.1.2 NM33naTIMNIEIAY IP Address tilaldsunieluandu
sunaluladuagarsaumad i SudaveumnuavineLas IP Address
W e luldaunegluszuuielevisvesantuaunifasndaun lngdnassnuneias
P Address agnaiduszuvazdagliliauszuuiedetislfogiadiun wazdauassuvaunsa
guaszuulsognsuiulaeazldsumsdnassvneias IPva Address $1uu 2 4 lon

Public IP Address (vanetaulafansisng) Wumneiay IP Address a157130il

thlldnuielianusalduinsannieusnszuuinietisvessantununifaed

WU Internet wagldnuneuenaunsasenmaunsalngluiievelduinisls lnennsnu
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wieluladuazansaumnmzdnasslimonuiteudnufiazdeddom lngldiuniseys
PNUITIMIANTY

Private IP Address (munewaalofidrusa) iununeiay IP Address fiaaaulirld
Aeluanduaundnagdimuw lnen1siSenldauainateusnluaiuisavinlauazinaig
Uaonsdegani dosanliansadndsanndumesidnneuenlilnense

WENN1ITARTINUNYLAY Private IP Address (nurgiavlondIusa) i ald
My lUITUULATUNEYR N IEAUUAUAIN A TAIUN

\{lo991n Public IP Address (muneiavloftansisas) dsuiusida wagldmuiz
dmsvihunldnigluszuuinsedneniglugantununsnagnalimul 39 Private IP Address
(yaneiavlafdiumi) unldanuneluaatuaunsnagialiau Jadin1sdnassnisitauludiu
#19  faseunau fauaszuuisdesdinudiledandnnisdnass IP Address fildaylu
Haqtiu eliaenndastunisiadagunsaissuuiedorisneluanniuausiiaend fau
Tnnsdnassvanelas IP Address 3s8naBamsutianguveainiesneniinnes lag VLAN agld
mu181a1 VLAN (VLAN ID) iludaaunveuiunvesaiedisveanisiadsgunsal uagld
Private IP Address 10.0.0.0/8 1@ n5udnasslunuI891us1g 9 Lagusn1su9IdI1UNans

wielinsguasazuilatgvidululuiumadeiv

VLANID | Subnet S18ALLIN

VLAN 10 | 192.168.10.0 /24 | @nSUn1shAUSNNS 91AN501U28NNS

VLAN 20 | 192.168.20.0 /24 | &w5un1siusn1s 81A15ARSIuUAIUNS

VLAN 30 | 192.168.30.0 /24 | @ n5un1shiusnis 81a1snagnfiuAnnng

WareIANIAUEISEUIAWASING - LalTe (Wood Box)

VLAN 40 | 192.168.40.0 /24 | dwiSunshiuinis @1ensaudmsiteuieagdunuinis

VLAN 50 | 192.168.50.0 /24 | dwisunisliusns enmnsifiuiasenuss

M15199 4.1 nsldnunsiatlofiveniasa 3ud (IPV4) wuu Private Network dwsurivunliungunsal

Ao Imesdmsugldnuly Building Zone
NN 4.1 azdunmsiivuavnueadlafikennsaialiusnsAauimesa sy

nslusnIserAsAseng 4 Wielianunsansivaeugldnugunsninauiiuneslasuningay

lofiweawnsa Alduunanoimsinuwaglasdugldanu
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VLAN Subnet S18aLLIN

VLAN 98 [ 192.168.98.0 /24 | daw§unislviuinig gunsaiszdnaios Access Point

(LoAaNoes) Mideusaiu WLC Cisco XXXXXX

VLAN 97 [ 192.168.97.0 /24 | daw¥unislviuinig gunsaiszdnaios Access Point

(LoALanss) Aideausaiu WLC Cisco 2504

VLAN 6 192.168.6.0 /23 | @S un15tAUSNsa ey ad umesinlsane
PGVIN_WiFi

VLAN 9 192.168.9.0 /24 | @S un1stAusnsduenaid umesinlsane
PGVIN IoT WiFi

M15199 4.2 nsldnuneiavlofiveniasa 3ud (IPV4) wuu Private Network dwsurivunliungunsnl

Access Point (warLmanags) tu WIFI Zone

VLANID Subnet 31981980
dusunslwusnng
- 91A1TOIUBNNT
- DIATARTIVUAIUNS
VLAN 99 | 192.168.99.0 /24 - 91MSNaLIMUARNIS

- 91A13AUGNITBUIUATEUNUING

- 1ANSAULATDIAUAS

- 91ANSAULISEUAUNSINE - 1aKTe (Wood Box)

M15199 4.3 nsldnuneiatlofiveniasa 3ud (IPV4) wuu Private Network dwsurivunlungunsnl

Network Switch U531 Building Zone

VLANID Subnet S18ALLIN

dmdunisluinisgunsal Network fivnisfngs
VLAN 100 192.168.100.0 /24 N
neluies Data Center

M15°99 4.4 nsldnunaiavlofiveniasa 3ud (IPV4) wuu Private Network dwsuivunliungunsal

Network fivinn1sAnnanielusias Data Center
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VLANID Subnet pBGEHELT

dmiuiniesneuiiomes Server lunga Web Server,
VLAN 110 192.168.110.0 /24 s W

ERP Server \Uuny

dmfuindesneuiiames Server lunga M3dnnis
VLAN 111 192.168.111.0 /24 . . .

WU Log Server, Network Monitoring 1Uusu

M15199 4.5 nMsldnaneavleiuannsa sud (IPV4) wuu Private Network dwsuivunliungunsel

ABUAILABS Server Us¥an Server Zone

VLANID Subnet S18ALLIN
VLAN 201 192.168.201.0 /24 | dw¥u 52U VPN dnanlutoamnis WAN 1
VLAN 202 192.168.202.0 /24 | dw%u s¥uU VPN fdnunlutiosmia WAN 2

M13797 4.6 msldnuneiavlefiuentasa ud (IPVA) wuu Private Network dwnsuniivualiunssuy VPN

(Virtual Private Network)

VLANID Subnet EEGEGE]

VLAN 2 192.168.2.0 /24 | szuundetasia (nfin)

VLAN 3 192.168.3.0 /24 | szuvdsegdidnnsedind, uaziaiesaaandionn
VLAN 4 192.168.4.0 /24 STUUINTANA

15799 4.7 msldmneaalefivennsa Jud (IPV4) wuu Private Network dwsuinualiwngunsaldu ¢
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WNUNSUURSIY

faNgsuMs 5N LT
aeu o o . W/MsU{uReu
U uasu (Wunn9)
1 | iawegUedudn 3-5 U - dmhduintenu/lasinms
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4.2 Sunoulumsufifu

amdildvinnnsesniuy Vian uwiagluuuda Aazldynves IP Address Tun1suims
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fumaudi 2 masuiumsudefifendes ndmnldsunsouoygelididunsiais
Tivihnsudsuszmedaszuuliildanunsiunesudmdumissnudld$unansenu Tnsuds
YomuuszuvAeasnigluanitu 1wy Line nguvesaaunazyiudaasmin 1-2 Yu
Aouvhnsiings wiewiselunemvnra wasuenisaanariiviins wielviuniisnudléty
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Yunaud 3 deuilagyinnisinsisassesdnwionniodieAnnslimien 1w luas, don
gausn, Nayuaguse, ninsdmsuingaduia, Audauazidiiaeuauasuay, gunsaidnans,

@ Console g 9 wag Aouiines dwsulunisneen Wuiu

yut

luaag Tondnuin yisdmsuingnguse

~

—

neyuagusa ALRRUAZITIEN LAY gunsalinany
/ -+ ) (

@18 Console @18 Console @18 Console Serial Port (DB9)

USB to Serial Port (DB9) USB to RJ45 Female To Female

”\y/

ARNMMBSWAUTDU

A9 4.6 YaLATeilatlasiud sy AnnsdmSugunsaladunt (Switch)
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[ [
U v 1

Tunaudl 4 m'a'v?']msaﬂé‘?qqﬂniai JUTRusenigUnsaliiaziinda anderinis
¥4 (Configuration) Mufloenuuumumdnmsnguuazansgiuiiiefussuunietis
LarN3anaTINeaY IP Address tieldauneluantu vasnnlsinieudoyanig 9 ui
reuflaztihgunsailufneis UftRnufesinnsananudioamsvesmesudal

1. madeusaludamieau 1 port ¥disla UTP Wi Teufaiiuas

2. fmsdeusauinisng q vesaantu ¢ae port ¥iisle

3. Port fiiouseldauisauiila 1 Gbps wie 10 Gbps

4. Fituvunsidensieiniumhenuuuule seiiriugunsal Switch w3 Firewall

5. weLaY IP Address figadlderufumiisu sia Private IP Address uaz Public
IP Address

dielviannsariannld ogramnzaunfons uavanunsaguasonisueiinesnie
dhfannsvezlnadeldvdanniasluuga $35nssed

nsiirdegunsaliile Configuration
gUnsaifithanldlussuuiniernedu Wugunsaiftedlussdugsdedos

[
(Y

nsasneuldaunase e liaunsaihaudidussuuniiegls wagviliinanuldedns

e pmd)}

ndes lunnsiern Configuration SRSMN3RaE

aaulea (Console) unswsalnsnaiddsiishgunsal faensld
aneaaulea (Console) 1 ausiafi Port 7inenainnisidau Ty Port dmsunisaeulea
(Console) a¢lfiitonainisgunsaiiessriniu dmsunsldroulea (Console) thuayld
poudududianisldaugunsaivielunsdildanmsaldeuainsrerlnald aroieda
aoulwa USB to Serial Port (DBY) wag USB to RIA5 §asasfunisideusonaulea uianie
Tunsdifiaind dnesnnoulea RIA5 Tdnuwaradietunesndnesiauasivnafiiduii

CONSOLE NeUNaIA3 onuUnunuasaiIng

Console Port wwuu RJ45

Ew N i T

L

Console Port
Wwuy Serial Port ( DB9 )

M 4.7 a1muans Console Port WUUANY 9 uugunsalaing
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I
LYY a

ety peuiawesuauneUsulvaliudl Serial Port (DB9) 34l ssien1u USB anunisldan

95U
Y

o EemiEn

{

\&*
é # Console Serial Port (DB9)
Female To Female —sa—
R

USB to Serial Port ( DB9 )

)

.\ ¢~:

A9 4.8 AMuERInIREENs Console USB to DB 9 (Serial Port) leusiafiu a@1e Serial Port (DBY)

Female To Female

USB to Serial Port ( DB9 )

> @,

2NN 4.9 ANLARINISIUANLNELEINBSALIBsBd18 Console USB to DB 9 (Serial Port) wiausianu

@ne Serial Port (DB9) To RJ45
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“ﬂ @10 Console USB to RJ45

Y

5(’

ANT 4.10 NWWERINISAITUANLNELAYNDSHLLaMaa18 Console USB To RJA5

WaAUNAABDSTINNNSITURBA8E18 Console USB ABURILABSILANAUATUIELAY

No3m COM Port §lan i 4.11

;.‘..; Device Manager
File Action View Help
&= &

> B computer

> s Disk drives

> Ed Display adapters

> i Firmware

> Human Interface Devices

> "m IDE ATA/ATAPI controllers

> % Imaging devices

> Keyboards

> .1 Memory technology devices
> 0 Mice and other pointing devices
> [ Monitors

> I Network adapters

v & Ports (COM & LPT)

Intel(R) Active Management Technology - SOL (COM3)
USB Serial Port (COM4)

> M Print queues
> n Processors

AN 4.11 AWWERINISAAUANLNELRYNDSHLamaa18 Console USB
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Tunsaldl azseald COMA Port @115UvinnNsiiausalngazkanalsn1siounanaulya

(%
a v A

(Console) Wrulusunsy PUTTY fsadl

sunpudl 1. nsiieuseaindidnfureuinmeslngldans fouse
Aoulea (Console) Mulsasuagindinasnaoulea

Sumaudi 2. vdmniu Dekeuwdiedu PUTTY U7 iy Connection

LAMADNTBUABLUY Serial MLIFWAITAINNUAAT PUTTY 22 UATULALIARIAIMILAIN

SR PUTTY Configuration ? X

Category:

~/Session Options controlling local serial lines

Loggin,
gg 9 Select a serial line
~ITerminal

Keyboard Serial line to connect to

Bell
Features Configure the serial line
~/Window
Appearance
Behaviour
Translation
+ Selection Stop bits

-

Data Flow control
Proxy

Telnet
Rlogin

Speed (baud)

Data bits

+

About Help Cancel

AN 4.12 amuanantieing Application PUTTY fiideusiowuu Console USB

YUABUI 3. AN Open wtgABUlga COMA — PUTTY 2giUnTiu
wina Enter vuwluiiuriielaldnudumesieussvindnds (CL) niaudigssuusiuans

Tunn

ANT 4.13 A nwERartENenaulea PuTTY

¥ A ¥ A

Yunaui 4 Jowverly vorldisudume cisco wana Enter

Y

AN 4.14 pmuansinspeulea PUTTY Jouderly
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JUABUN 5 UJoUTIHANIL SWANIUSUAUAD cisco waing Enter

AN 4.15 ANLanITasraulea PUTTY Jausianiudnsa

wasnnilevinisteuerld wavlousiaru gnasdvzuansteaindduunsianin 4.16

A7 4.16 Mmuansvtiaspeulya PUTTY Joudedlduasdousianudsa

(%
[

ainstouderlduavaianulignses luaseusn ssuvagliloudorlduavsianiugn
2 a33 ndaleuterlduarsianiuligndes avliten11uudedn authentication failed wazyh

A5UANISLYaUABNUAINTVIUT

AN 4.17 ALaRITasraulea PUTTY Jausianiulidise
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Telnet .Jun1siindsgunsalannszeglnailuiinsidnsia wiely
UIMsIanTs gunsaluuszuuiasedie duinveldlugunsalninivseluaninwingdey ionis
nageuwitiu lwugilildiunisldnuase

Yunaun 1. \WakeUndiadu PUTTY TR Ly Session Uau Host
name (or IP Address) ududeniaimusatuu Telnet Waanan Open

PuTTY Configuration v |
Category:
-] Session Basic options for your PuTTY session
T, Foglging Specify the destination you want to connect to
|- Terminal
... Keyboard Host Name (or IP address) Port
. Bell 192.168.100.105 23
Features Connection type:
—J- Window Raw (@ Telnet Rlogin SSH Serial
3 Appea@nce Load, save or delete a stored session
Behaviour
. Translation Saved Sessions
.. Selection Telnet Sessions
Colours "
Default Settings Load
-1- Connection SSH Sessions L}
- Data Telnet Sessions Save
-
- Tehet
- Rlogin
+- SSH
=Sl Close window on exit:
Always @ Never Only on clean exit
About ] [ Help ] l Open ][ Cancel

AN 4.18 NNLAAULNFNG Application PUTTY #iliiausiauuu Telnet

MnUUnLIENeRaUlea PUTTY 22U kaine Enter UUwUURLN wioLUalganudumasimls

USTIAAAS (CLI) wiaudngszuunanandlunm

AN 4.19 AnwaERIrtssAaulea PUTTY duwmasimgussyiaaigs (CLI)
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¥ A Y A

Yumaui 2 Jowverly vorldisudume cisco wana Enter

Y

AN 4.20 nkansinspeulea PUTTY Jouderly

JUABUN 3 UoUTHANIU SHANIUSUAUAD cisco waing Enter

AN 4.21 ALanITssraulea PUTTY Jausianiudnsa

nasaniilevinnsleutedly warlousiar1u gnaesaswantoainduuunfgy

AN 4.22 ALERITNeNsRaulea PUTTY Jausianiudnsa

(%
[

adn1stenderlduarsianiuligndes luaseusn ssuvaglileuderlduaysianugn
2 a33 ndaleuverlduarsianiulignaes aviiten11uudedn authentication failed wazyi

A5UANISLYaUABRAUAINTVIUT

AN 4.23 ALanITansRaulea PUTTY Jausianiulidise
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Secure Shell (SSH) Wunsidnfisgunsaiannszerlna o luds
gUnIalf ABIN15UIMITANITHIUNTEULLATEY Y Inefidigunsaliasiasdvineiay IP

Address @MSU UST3IRNSHaslYaua o ussuUAS 187399219911 SSH 19 35n15fuzii

Tildilunan ndawnfndsgunsaluds Wedhdsgunsalinsnziinulasadie esaniinis

\isiadeyadl deiu SSH

Yunaun 1. \WakeUndiadu PUTTY TR Ly Session Uau Host

name (or IP Address) ududonitausonuyu SSH uapan Open

#2 PuTTY Configuration 2|3
Category:
—J- Session Basic options for your PuTTY session
- Logaing Specify the destination you want to connect to
=) Teminal . i P
Keyboard 3 ot
Bell 192 168.100.105 22
- Features Connection type:
= Window ) Raw Telnet Rlogin @ SSH ) Serial
Appea@nce Load, save or delete a stored session
- Behaviour
Translation Saved Sessions
- Selection
C°|°.U'S Default Settings
-1- Connection SSH Sessions
-Data Save
e -
- Telnet Delete
Rlogin
+- SSH
~Serial Close window on exit:
Always Never @ Only on clean exit
[ About ] [ J [ Open ] [ Cancel }

AT 4.24 amuanatieing Application PUTTY fiidausiowuu SSH

MnUUnLIENeRaulea PUTTY 22U haine Enter UUwUURLN wioLUalganudumasines

USTIAAAS (CLI) wiaudngszuunanandlunm

AN 4.25 MNwaERIrtssraulea PUTTY duwmasmgussyiaaigs (CLI)

[T Y

Yumaui 2 Jowverly vorldisudume cisco wana Enter

Y

AN 4.26 nkansiinspeulea PUTTY Jouderly
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JUABUN 3 VoUTHANIL SHANIUSUAUAD cisco waing Enter

AN 4.27 ANLERITNesRaulea PUTTY Jausianiudnsa

nasaniilevinnsleudedly warlousiar1u gnaesazwantoainduuunfgy

AN 4.28 ALARITNANIRaulea PUTTY Jausianiudnsa

andn1steuderlduarsianiuligndes luaseusn ssvvaglileuderlduassianugn
2 a39 ondaleuverlduarsianiuligndes avliten11uudedn authentication failed wazyh

A5UANISLYaUABRAUAINTVIUT

AN 4.29 ALERITNANIRaulea PUTTY Jausianiulidise
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ﬁ’JE]EJ"N‘gULLUUﬂ’]‘iL%EJMGiE] Switch Access Layer 11U Switch Distribution Layer

Core Layer

OD N
0
.Tel
.1-.6

.9-.12 | Vian 98 1-.26
13-.15 | Vian 2 .23 .28 Vlan 10
Vlan 3

Cisco WS-C2960X-24PD-L Cisco SG300-28 28-Port
Distribution Layer Access Layer

Al 4.30 wuan1sideuste Switch Access Layer WAifu Switch Distribution Layer

nswensiegunsaininlufnslusedu Distribution Layer 4u dmsumiisnuazly
gunIaladvnt Ju Cisco WS-C2960X-24PD-L flan1wi 4.31

Al 4.31 gunsaladnnt Cisco WS-C2960X-24PD-L

Inefifvgunsniadvn 3u Cisco WS-C2960X-24PD-L 1 24 port §A3131t53 10/100/1000
Ethernet PoE+ ports d1m5uttause adeane UTP wazdlrunlvaedyaaleonnaiuastiu
g8l 2 Was¥ AIST 10G SFP+ msasafuguidnludmsuaunsalnazirlufnae el
annsavihnuldanuiiesnuuul ity nsasendndudmsu aunsal Switch dasialuil

- fianun A Add
- Fudes A sulsisedld
1. seulaldaulvnun EXEC Nliansiay Jouswariu minszuuniy
AEN
enable
79814 :
Switch > enablensidnglysanisinvuae
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2. mMsgnuansfimuea
Fndls :
configure terminal
A29814 :

Switch # configure terminal

4

3. YIN1579T0Y0UNTUINSAIMUAAIT Fouadun + SNYIHRNI¥ISINg WURIANT

q

[
Y [

¥nsAnRe + Fuiivinnsangs + sosivihnnsing + srduaduiangludin
Ada ;

hostname [name]
29814 :

Switch (configl# hostname 2960AF2A20601

4. vhmssaaneiay IP Address 984 gateway lotnsaflianansafiaderiy wiate
MeveniienIsumsinnig ip default-gateway 192.168.99.1 auileviinis
§aass IP Address dielduneluresantunusstaedfau
Ad ;

ip default-gateway [ ip address |
A8 :
Switch (configi# ip default-gateway 192.168.99.1

5. yhnngifial IP Address 983 NTP server tialigunsaistananliinsatu gunsaidu 1
sruulAetne T clocknectec.or.th Aa IP Address: 202.44.204.114
AdN

clock source sntp
sntp unicast client enable
sntp server [ jp address ] poll
clock timezone TH +7
79814 :
Switch (configi# clock source sntp
Switch (configl# sntp unicast client enable
Switch (configl# sntp server 202.44.204.114 poll

Switch (configl# clock timezone TH +7
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6. \Uan1sldanu SNMP Livelvigunsaldedndmsunisueiines

Ada :
snmp-server server
snmp-server community public ro view Default
snmp-server host [ jp address ] traps version [ 1,2,3 |
f9814 :
Switch (configl# snmp-server server
Switch (configl#t snmp-server community public ro view Default
Switch (configl# snmp-server host 192.168.110.35 traps version 1
public

7. yhmswadnileg 1P vesaing auitldvhniseenuuuld

AEN
interface vlan [ 418487 |
ip address [ u78La%Y IP Address | [ ¥184aY Subnet Mask |
no ip address dhcp

79814 :
Switch (configl# interface vlan 99
Switch (config-vlan)# ip address 192.168.99.111 255.255.255.0
Switch (config-vlan)# no ip address dhcp

8. Thmanan interface veswing dmSudeusaiu Core Layer and (nterface up link)
Tudiismuel interface TenGigabitEthernet 1/0/1 Ju Port dwisuideuste
AEN
interface TenGigabitEthernet [ vu)&ta% Port]
description [ $1¢az9gm ]
switchport mode trunk

79814 :
Switch (configl# interface TenGigabitEthernet 1/0/1
Switch (config-if)# description Uplink to Coreswitch
Switch (config-if)# switchport mode trunk

-39 -



9. yhnsiaAn interface vasEng dwdudousaiu Wireless Access Point luiitl
Smiunldl interface GigabitEthernet1/0/1-6 18w Port dmsuideusie
AAN :
interface range gigabitethernet [ v &iavisn - m/'zymsz/qm’f?&/ ]
description [ $18az9gm ]
switchport access vlan [ ¥178t87 |
switchport trunk native vlan [ 478197 |
switchport trunk allowed vlan [ 78487 |
switchport mode trunk
A28 :
Switch (configl# interface range gigabitethernet 1/0/1-6
Switch (config-if)# description Wireless Access Point
Switch (config-if)# switchport access vlan 98
Switch (config-if)# switchport trunk native vlan 98
Switch (config-ifi# switchport trunk allowed vlan 6,9,98
Switch (config-if)# switchport mode trunk

o

10. ¥N5AIAN interface VBIERIRT ANMSUBUADNUNABTINATUANLAUALY interface

GigabitEthernet1/0/9-12 \{u Port dwduifousie

U
o s

AN :
interface range gigabitethernet [ v &iavisn - m/'zymsz/qm’f?&/ ]
description [ $1¢az9gm ]
switchport mode access
switchport access vlan [ %178t87 |
A28 :
Switch (configl# interface range GigabitEthernet 1/0/9-12
Switch (config-if-range)# description IP_Camera
Switch (config-if-range)# switchport mode access
Switch (config-if-range)# switchport access vlan 2

11. ¥n369e1 interface voseind dwsulionmaiuszuulszpdiannselind ludil
Avualy interface GigabitEthernet1/0/13-16 18u Port dmSuitieuss
ANEY
interface range gigabitethernet [ v &iavisn - m/'zymsz/qm’f?&/ ]
description [ $1¢az9gm ]
switchport mode access
switchport access vlan [ %178t87 |
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79814 :
Switch (configl# interface range GigabitEthernet 1/0/13-15
Switch (config-if-range)# description Electronic_door
Switch (config-if-range)# switchport mode access
Switch (config-if-range)# switchport access vlan 3

dlovhnnsdadmuiilgnanudredundaldinistuiindn Confic vesaindlagliaanain
Tuan1simuaa1wda3 ddmdsiuiindrasuuniisanusivesalnd wazadndazauin
Overwrite file [startup-config].... (Y/N)IN] ? TinadJu Y \adasnslovihnistuiin
ANSN
end
write memory
A28 :
Switch (configl# end

Switch # write memory

wazn1siweusegUnsalNnilufanslusedu Access Layer Wi dmsuniisauagly
gunsaladvnt U Cisco SG300-28 28-Port flA21%159 10/100/1000 AN 4.38

sUsinunti Cisco SG300-28

JUAUMAY Cisco SG300-28

Al 4.32 gunsaladeni Cisco SG300-28 28-Port 10/100/1000
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lnefifagunsaladum Ju Cisco SG300-28 i1 26 port Gigabit Ethernet @ 5uLtause
pawany UTP wazdunlvansdygialonniudiiastiu azi 2 Ly As 2 wasn Combo mini-

GBIC (SFP) idanldaulssewineanasn RJ-45 way SFP A21%L57 10/100/1000 Mbps @195U

(% [
1A o a v

YeenNIsFeNRonItY N1sAAugIuisdudmsuaunsaiissdilufesdlanunsarinnu

9
£

Igmnuioanuuulitu nsasendndudmsu aunsal Switch dasialuil
- AU Ao AAY

- Hude Ao fakUsNasdld

12. foedaldeulnun EXEC Aidansfiey Jousianiu mnszuuany
ANSN
enable
79814 :

Switch > enable

13. Msdnglraanisivune
ANSN
configure terminal
29819 :
Switch # configure terminal
14, ynmsdadevesgunsailinatinuadell  Seguaint + Snwsdemwdanquuasini
¥msinga + Juiivhnsings + Fesfivhnisings + arduadinneludin
AE
hostname [name]
79819 :
Switch (configl# hostname SG300AF2A20603
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15. yinskavaneiay IP Address 104 gateway Trieynsaflianunsnfinseity wdotne
MeveniienIsumsnnis ip default-gateway 192.168.99.1 auiildviinag
Ina3 IP Address
AAN :

ip default-gateway [ ip address |
79819 :

Switch (configi# ip default-gateway 192.168.99.1

16. ¥insufia IP Address 104 NTP server iitalwgunsaifanailyinssiu gunsaidu o
seuuiAetne U clocknectec.or.th fa IP Address: 202.44.204.114
ANE ;

clock source sntp
sntp unicast client enable
sntp server [ jp address ] poll
clock timezone TH +7
A28 :
Switch (configi# clock source sntp
Switch (configl# sntp unicast client enable
Switch (configl# sntp server 202.44.204.114 poll
Switch (configl# clock timezone TH +7

17. Wamslda SNMP iveligunsaldedndwiunisuetines

AAN :
snmp-server server
snmp-server community public ro view Default
snmp-server host [ ijp address ] traps version [ 1,2,3 |
f9814 :
Switch (configl# snmp-server server
Switch (configl#t snmp-server community public ro view Default
Switch (configl# snmp-server host 192.168.110.35 traps version 1
public
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18.

19.

20.

A3l Vian Tfugunsaladent dwsumsldam Vian sauiildviniseesnuuuld
AEa :
vlan database
vlan [ wneiay ]
A9814
Switch (configi#vlan database
Switch (config-vlan)#vian 99
Switch (config-vlan)#vian 10

Switch (config-vlan)#vian 3

nsasAviey 1P veseing auildinisesnuuull

AEN
interface vlan [ 418487 |
ip address [ y/184a%Y IP Address | [ vidnekay Subnet Mask |
no ip address dhcp

79814 :

Switch (configl# interface vlan 99
Switch (config-vlan)# ip address 192.168.99.113 255.255.255.0
Switch (config-vlan)# no ip address dhcp

¥nssaen interface v83aIng dmsuidoudefiu Distribution Layer @30
(Interface up link) Tudiismuely interface gigabitethernet28 \Uu Port 115U
Feusie
AAN :

interface gigabitethernet [ yu18i8% Port]

description [ $18az9gm ]

switchport trunk allowed vlan add [ w1788 vian mmﬁZé’mwwﬁyu]
A8 :

Switch (configl#t interface gigabitethernet 28

Switch (config-if)# description Uplink to SW2960

Switch (config-if)# switchport trunk allowed vlan add 10,3,99
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21. Yimssieen Vian Wduaindnesadmsuensoiuaunsaleng 9 auiilavinnis
ganuwuuld

nsduAdsrinuaeIa ndwasaLAeN

A6 :
interface gigabitethernet [ w8187 ]
switchport mode access
switchport access vlan [ %178t87 |
79819 :

Switch (configl#t interface range GigabitEthernet 1
Switch (config-if)# switchport mode access
Switch (config-if)# switchport access vlan 10

nsaMdumdarinuaA1T 19 InT NN
ANEq
interface range gigabitethernet [ v &iavisn - m/'zymsz/qm’f?&/ ]

switchport mode access
switchport access vlan [ %178t87 |

A28 :
Switch (configl# interface range GigabitEthernet 1-26
Switch (config-if-range)# switchport mode access
Switch (config-if-range)# switchport access vlan 10

dovhnsseamuiilgnanundrefundaliinnstuiindl Config vesaindlagliosnain
Tnuan1simuaa1da s ddmastuiindrasuuniteaiusivesaing wazaindazaiuii
Overwrite file [startup-config].... (Y/N)IN] ? TinadJu Y \edesnslovihnistuiin
ANSN
end
write memory
A28 :
Switch (configl# end

Switch # write memory
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nsAnagunIaluazieusalildiy

o
a v o [y L

wiguiaTeslodnnslvinseumuyanIosiailowiud mivannsdmivgunsalaivn

9

(Switch) fan i 4.6

Yunaun1RansgUnsal

(%
Y

1. Wendunisinnsgunsalnngluguse

2. svaeulansenieluguse Mansnssesiunsvualiifisseviold

3. szygunsalszuuIAS ot sUaemMeidosmsLdensoriugUnsallvsl

4. Fonvinvesanedyaaiifeinisiagg

5. nsradpuidun1In A udygiuaindunisauisatenisinaiunsaf g
anedyaale

6. Mnbianansaufusde 1- 5 1a linduluvinde 1 Ty

7. dlenmamnedradeufeslisidunsindgunsaidnlulugusald

8. \Ueldaugunsaifidnssll

9. \Wousteaedyaadlinsstuiinaua

10.509ugUNTalEIYIY

Yumauit 5 nagounisldny

1. yhnsldedsdmsunsiageuniad euseinievis Tneldeda Ping lud

ip gateway 192.168.99.1

A 4.33 nsldends Ping lU7 ip sateway 192.168.99.1

2. 14A1ds Ping 90 192.168.99.111 (hostname 2960AF2A20601) TU#i 1P Address
192.168.99.113 (hostname SG300AF2A20603)

Al 4.30 nsTdR&s Ping 970 192.168.99.111 TU# IP Address 192.168.99.113
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3. 14Ads show interfaces status Liievi1N15M5I9@8UT7 Cisco WS-C2960X-24PD-L

Ievinnssaen sunleesniuulivisslyl wazanusiduseidls

A9 4.35 T9@ds show interfaces status Lilp¥IN1SA529@80UNSHIAUDY Cisco WS-C2960X-24PD-L

4. 14Ads Show Vlan Liiein15m53980U77 Cisco SG300-28 lavn1snsAgneias

snunleeanwuulivseli wazaausiueenals

AN 4.36 THAAS show vian Wiavinnismasiaaaunisaeavad Cisco SG300-28
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fumoudl 6 1fisdngdszuu Monitoring
Taeaa1duld ZABBIX 58UU Monitoring wUU Open Source 7 19 d@115u
AAMUAD UL VRITEUULASEYY WTSVIIBS WoUnAATY ¥3aU3N1s IT Anee) wuukealni Ing
fdunounafiugunsal fedl

1. Ynsladuusriwes (web browser) 11 Google Chrome, Firefox,

uay microsoft edge Wi Uawfley s¥UU Monitoring fail http://192.168.110.35/zabbix

M Z zabbix x -+

(R | A& NotSecure 10.200.110.35/zabbix/

ami 4.37 Jeuilegiiialinszuu Monitoring

2. MNUUUTINGNTR9TEUY Monitoring (ZABBIX) Wiauidgseuusa

wanalun g 4.38

10.200.110.35/zabbix/

ZABBIX

AW 4.38 11ienesEUU Monitoring (ZABBIX) wiauingszuy

3. Twvhmsteudiedld way Jeuswaru auiils laasavudusneu

AMFISTUU AINA Enter

ZABBIX

Username
Password

v| Remember me for 30 days

Help * Support

M7 4.39 yiienes¥UU Monitoring (ZABBIX) nsteuter [Wiagswaiiu
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wasnilevinisteuderly wardeusian1u gnavazuaninti1szuu Monitoring (ZABBIX)

Pugnaagy

ZABBIX

WEB-Server
Urary-Server
Zatibix server

MySQL-Sorver

Flos Sorver
ADO1-Server

Backup Sorver
Acosss-Server

ONSO1-Sorver

Global view

PrePost Server

Current problems

09:1508PM +

os1t27PM +

090508 PM +

090508PM *  09:14.08PM

090124 PM +

090108 PM +

06:1808PM *

08:1308PM +

PROBLEM

PROBLEM

PROBLEM

RESOLVED

RESOLVED

PROBLEM

PROBLEM

PROBLEM

$6300-
cFa12
Backup.
Server

56300
cFa12

56300
cra1z

wes.
Server

MySQL:
Sover

$6300-
cFa12

$6300-
cFa12

Unknown Total

Probloms by severity

naiSenvice1420.7.
(GoogleUpdterinemaSenice142.07416.0) s ot rg (sarp e avtomat)

IRy ———er

Cisco 10: Intertace 924(:

reported speed: 100 Mbps)

Windows: System me is out of sync (4 with Zabbix server > 60s)

Ci560 108 Inertocs §116(): Link down (Current stae: own (2))

(Curent it down 2)

)

m22s

om

16m

17mats

nats

nsmats

oxfl Lo
k\ T }
ox® 2042 % &on

Memory utilization

8268

CT:
p—
2025-10-05
21:19
Bangkok
Values per second
58.97

sx08 20%
1868 15%
61868 10%

814G8

= Zatbix server: Avallable memory = Zabbix server: CPU ublization

Top triggers

SG30 Cisco I0S: interface gi24(): Emeret has changed to kowor n
o

3pood than & was.

12

o har

SG30. Cisco I0S: intertace g(): Ethemet has changed 1o lower n
apoed than # was before.

SG30. Cisco I0S: intertace git3): Emermet has changed to lower 5
speed than 2 was befors

o
crs
1
Back  Windows: ‘GoogleUpdaterintemalSenice14207416.0"  AWerage. | 21
s
Serve

(Google Updster nternai Service

(GoogleUpdaterintemaiSenvice 142.0.7416.0))is not

running
SG30. Cisco I0S: inertace g24(): Uink down
o

cra
”?

SO Clann I0S: inartana AAIY 1ok dowr,

AW 4.0 WENIITUU Monitoring (ZABBIX) dsannnsidngssuudisa

intoutedly / sarnuligneies Uaylgnieatiasailiomnanumensalunisdngsyuu T

IMsRnse Huasyuu Monitoring (ZABBIX) vihmsuanudenyldvsesidnsianiulu

Username

Password

v Remember me for 30 days

ZABBIX

Help * Support
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Incorrect user name or password or account
is temporarily blocked.

d’ 4 U v A v ¥ ] 1o <
a1 4.41 MU’WI’NﬂﬂiLL‘NLG]Quﬂaﬁﬂﬂﬂﬂ’]il,“mq‘igUU‘lMﬁ’lL'if\]




ZABBIX

4. msviingunsaladest szuu Monitoring (ZABBIX) Tnglwtluaysiy

LUYIUU Monitoring (ZABBIX)

AN 4.42 NIUAAILIYUUIZUU Monitoring (ZABBIX)

5. sielvidnend lUf wy Data collection wdavhnnsagn

1y Data collection

ATl 4.43 NIILEAALLIYUUIZUY Monitoring (ZABBIX) Tudau Data collection
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6. siaunliiand lUnwyeay Host 209 Wy Data collection 3nuulvivin

MIPaNTILERY Host ilaNvzuanitayavesgunsalviauanillussuy

ZABBIX

1y Host

EpEEpERBA
HEEAE6E0EE

v <&
uagaumqﬂnimmuuﬂ

Nl 4.44 NIILEAILIYUUIZUY Monitoring (ZABBIX) Lmé&ia*a Host ¥a4y Data collection

7. Woeuaneyavesgunsalnmunfidituszuulvitund Iy Create Host

v

AUvNUY Aanni 4.45 uaglldundadniidy

Uu Create Host

ZABBIX Hosts Erm
T Fae
. , e

DoEpEEREA
GEEO6GE6RAA

Al 4.45 MSUWARALILYULTTUU Monitoring (ZABBIX) Uyl Create Host
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D

Me91NYINNIARNTIYL Create Host W ziiviinszuun@ein New Host Jusndsgui...

3¥UU New Host

s =z =
-
New host T Fitoe
R S ——

—

—

- =

[R5 oo < souc

"

—
2] [owe}
Em [ome }
En [o=a }

et [ v | e
Em [ ona

e
E3 [Nona

2 | = oD

Em [oee }
E3 [ma
E3 [Moma

AN 4.46 UTNSTUUNTDI1 New Host

8. miteutayagunsnlaivn ldvin1sfnaaaiauds faegrau aunsal
&1wm U Cisco WS-C2960X-24PD-L. lnediviaviain 5 Juneunsil

New host

Host IPMI Tags Macros Inventory Encryption Value mapping

‘Hoslname“l Io

Visible name

Templalesl type here to search | Select 6

* Host groups | type here to search | Select o

Interfaces No interfaces are defined.

[«] @

Description

Monitored by Proxy Proxy group

Enabled v

O B )

i 4.47 mhssuunsteudeyagunsalaisn
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(%

1. 11593 Host name Tvvinisdeudeyanuilansagunsalaivn
T wievglansuiivhgunsaleiwivesuesls wazvihmshnaaeg v W 2960-AF2-A20601
[ New host

Host  IPMI Tags Macros Inventory Encryption Value mapping

* Host name | 2960-AF2-A20601 I o
Visible name | 2960-AF2-A20601
Templates | type here to search Select
* Host groups | type here to search Select

Interfaces No interfaces are defined

Add

Description

Monitored by Proxy Proxy group

Enabled v

i 4.48 mihsyuunmsteutegunsalaivn

2. M3viiu Templates Iﬁﬁ’mﬂﬁﬂu Select

New host

Host IPMI Tags Macros Inventory Encryption Value mapping

* Host name | 2960-AF2-A20601

Visible name | 2960-AF2-A20601
Templates | type here to search " Select | o
* Host groups | type here to search Select

Interfaces No interfaces are defined

Add

Description

Monitored by Proxy Proxy group

Enabled v

AN 4.9 RENTEUUNSAN Templates
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SYUUILUAAINTNTI8NT Templates FuN

New host Templates

Host M Template group | type her sear

Hostname | 2960-AF2 [ Name

Visible name

Templates
Host groups
Interfaces
Filter is not set
Description
: Use the filter to display results
Monitored by

AN 4.50 NUNTEUUTIINTT Templates

1
%

Tinandu Select iavin1siden Template group Afiluszuuluni aunsalfis1vinis
Ansani \Wugunsal Usean Network Tsiviin1sadnil Templates/Network devices Aanm

Template groups

Name

y Templates
Templates/Applications
Templates/Cloud
Templates/Databases
Templates/Network devices
Templates/Operating systems
Templates/Power
Templates/SAN
Templates/Server hardware
Templates/Telephony

Templates/Video surveillance

Cancel

AN 4.51 neszuuTIenIsiden Templates
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NA991NYINISAANT Templates/Network devices Aaguan$518n15 Templates 189
Network devices Manuaniiluszuu udlmitnisideniiilu Cisco 10S versions 12.0 3 T-

12.2_3.5 by SNMP ls31n gunsaifivihinsiinsialuvesdiie Cisco ienazlduansdoyald

aggnees waznaly Select

New host Templates
Tempite grop soec
2060-AF% (] Name

Alcatel Timetra TIMOS by SNMP
Asista by SNMP

Brocade FC by SNMP

torfaces Brocade_Foundry Nonstackable by SNMP
Brocade_Foundry Stackable by SNMP
Description Check Point Next Generation Firewall by SNMP
Cisco ASAv by SNMP

Cise

atalyst 3750V2-24FS by SNMP
Cisco Catalyst 3750V2-24PS by SNMP
Monitored by Cisco Catalyst 3750V2-24TS by SNMP
Enabled v Cisco Catalyst 3750V2-48PS by SNMP
Cisco Catalyst 3750V2-48TS by SNMP

Cisco 10S prior to 12.0_3_T by SNMP

Cisco 108 versions 12.0_3 T-12.2_3.5 by SNMP

Cisco SD-WAN by HTTP

Cisco SD-WAN device by HTTP

wal Threat Defense by HTTP

D-Link DES_DGS Switch by SNMP
Dell Force S-Series by SNMP
Extreme EXOS by SNMP

F5 Big-IP by SNMP

=

AN 452 wsens Templates U89 Network devices

MRININSNISNAYY Select uiIsyuLALLiNTaLa Templates l519BINTAINN

New host

Host IPMI Tags Macros Inventory Encryption Value mapping

* Host name | 2960-AF2-A20601
Visible name | 2960-AF2-A20601

TP Cisco [0S versions 12.0_3_T-12.2_3.5 by SNMP X

ere to sear
* Host groups | type here to search Select
Interfaces No interfaces are defined.

Add

Description

ontored vy (SRR Prow | Prow oo

Enabled v

A7 4.53 miiiudeya Templates
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3. MLy Host groups livineiidy Select
New host

Host IPMI Tags Macros Inventory Encryption Value mapping

* Hostname  2960-AF2-A20601
Visible name = 2960-AF2-A20601

AL EICE Cisco 10S versions 12.0_3_T-12.2_3.5 by SNMP X Select

earch

* Host groups I here to searct ” Select |o

Interfaces No interfaces are defined

Add

Description

Monitored by Proxy Proxy group

Enabled v

AW 4.5 WIASINL Host groups

SEUVILUANINUIS18A1S Host groups AUu1m1ui L5 ladavinliuas il esyuulanin
Host groups Tuaueas Tivinn1sidendt Switch Network iasaingunsaifivinisiiandnluly

szuuiugunsal Usziam Switch Network ian1snisideniasawanlinatu Select

New host Host groups
Host IPMI  Tags Macrc (] Name
* Host name | 2960-AFZ Applications
Databases
Visible name
a Discovered hosts
Templates co 104
Hypervisors
* Host groups Linux servers
Switch Network
Interfaces
Add Virtual machines
Zabbix servers
Description
=3
Monitored by Proxy | Proxy group
Enabled v

nos I

AN 4.55 NUNTI8NIS Host groups
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MRINIINISNISNAYY Select UAITFUUAZLNTDYA Host groups TL1ABINTTHINN

New host

Host IPMI  Tags Macros Inventory Encryption Value mapping

* Host name = 2960-AF2-A20601

Visible name | 2960-AF2-A20601

BCLEICEI Cisco |0S versions 12.0_3_T-12.2_3.5 by SNMP X Select

type here to search

s SR TCTT Ol Switch Network X

type here to search

Interfaces No interfaces are defined.

Description

Monitored by Proxy Proxy group

Enabled v

4. M3 Interfaces Tivina?idy Add

New host

Host IPMI Tags Macros Inventory Encryption

* Host name | 2960-AF2-A20601

Visible name | 2960-AF2-A20601

A7 4.56 Liutaya Host groups

Value mapping

RSNl Cisco [0S versions 12.0_3_T-12.2_3.5 by SNMP X Select

type here to search

* Host groups | [SI1EINETRT S

type here to search

Interfaces | No interfaces are defined.

Add o

Description

Monitored by BESELTIEN Proxy |~ Proxy group

Enabled v

Select

MNN 4.57 N5H9AN Interfaces
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na91NNAYN Add S¥UUAZRANIMEIIIEN15UTZIAN Interfaces T19zdstayalinduszuy
Monitoring (ZABBIX) waza1nn13am1vesgunsal alvi Ju Cisco WS-C2960X-24PD-L ua3

wagldvinsssenisdstoyaiduiuy SNMP V1 3elvivinnnsaaniidu SNMP

New host

Host IPMI Tags Macros Inventory Encryption Value mapping

* Host name | 2960-AF2-A20601

Visible name | 2960-AF2-A20601

RCNTEICEE Cisco 10S versions 12.0_3_T-12.2_3.5 by SNMP X Select

type here to search

* Host groups | SN T 378 Select

type here to search

Interfaces No interfaces are defined.

Add

Description Agent
SNMP
JMX
IPMI

Monitored by Proxy Proxy group

Enabled v

M7 4.58 MsaarUsEnnMIdoa

wia91nYinnsAankas Nzwansnstoudeyadanind....

New host

Host IPMI Tags Macros Inventory Encryption Value mapping

* Host name = 2960-AF2-A20601

Visible name | 2960-AF2-A20601

AL VEICEE Cisco |0S versions 12.0_3_T-12.2_3.5 by SNMP X Select

type here to search

* Host groups W Select

type here to search

DNS name Connect to Port Default

Interfaces Type IP address
SNMP | 127.00.1 Il ons | e ® Remove

“ SNMP version | SNMPv2 v
* SNMP community | {$SNMP_COMMUNITY}

Max repetition count o 10

V| Use combined requests
Add

Description

Monitored by Proxy Proxy group

Enabled v

i 4.59 nMsuansgesdmiuleuteyanmsdioya
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waea Nty ivinisteudeyavesgunsal adun Ju Cisco WS-C2960X-24PD-L anuitlasiaen
Luanlutunaun1snseni 6 uag Toyail 1 Ae ungiaw IP Address UsediAsesues Cisco
WS-C2960X-24PD-L

6. Wannsldau SNMP Litelgunsaldesndmiunsuetines
ndls
snmp-server server
snmp-server community public ro view Default
snmp-server host [ ip address ] traps version [ 1,2,3 ]
#0814 :
Switch (configl# snmp-server server o
Switch (config)# snmp-server community|public|ro view Default

Switch (config)# snmp-server host 10.200.110.35 traps

public

New host

Host IPMI  Tags Macros Inventory Encryption Value mapping

“ Hostname = 2960-AF2-A20601

Visible name | 2960-AF2-A20601

AL E Rl Cisco [0S versions 12.0_3_T-12.2_3.5 by SNMP X

type here to search

“Hostgroups (EXTIIETED

type here to search

Interfaces Type IP address

Connect to

b J
o Il ons |1

Default

SNMP | 10.200.99.111

* SNMP community I public ] o

V| Use combined requests

®) Remove

Add

Description

Monitored by m Proxy Proxy group

Enabled v

AT 4.60 NSUARIIFUU Monitoring (ZABBIX) nsasanUeutayanisdslaya
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5.na991nUesteyansunuand 1w vinnisnay u Add seuu

Monitoring (ZABBIX) azvin15duiinAtuaziliuans Teyalunituaniteyavesgunsal

PIRUAN LUTEUY

ZABBIX Hosts

Dashboards

GOO00@RORQEREEREQQAQAEA0
AHGAHEAHGAHEAHEAAEAEAEA

A7 4.60 Msuansteyaluniuanstoyavesgunsalviavuanillussuy

Tunaui 7 SuLavasUNa

1.

MsUSuUsssEUUmusudsTanailssudulunuusuiagsiunseysi@ann
HUINS

nsrdusruiduneudaauni Activity Diagram vivlsia1ursnaiua
nszuIUNIsliegeliusEavEA N
msfnssgunsaflmitiefiurmnusrenuiaiosvessruuaiotioniely
Gy

5¥UU Monitoring AaelvianunsafianiukazuInisinnisaunsallaegiedl
Usgdndnm
NMINAFULALATIIABUNBUdWaUTIBanAURaNaInlunsdauass
Han15UTUUTIIsduasunsU TR UYRIYAIINTUAZNNSITYUNTHRUYES

Y

JnAnulaog1enaiiio
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4.4 Fonmsanauussliunansuineu
el NS AL LI US I UNNTRBNLUULAZ S ANSSYUULAS 8Y 8RB LA D SV san Ty

= a

aupsiagdlinuduszansam Ianulusdla amaeuld waranunsausuusiamegns

' [ '
= A =

sallos JUeAuTyrnseddgunantnmineites azaniunisinamuuazyseiliunants
ﬂg‘jﬁ’amummmmqﬁqﬁ:

1. NAAMIUNANIIANTUIIY

11 AARUAINLNUIIULAESEaELIa (Time-Based Monitoring) #532@82UNS
andunuluudarianssumuszesiiani muualusnunuldienaisuszneu 1wy msng
A9NTTY, W1 Gantt Chart yi¥oUffiuufuRau WenFoudeusumsdiiunusie

1.2 nssenuauivinluszes (Progress Report) H3uiinyaulasinisiaadavi

v W

F189UANUANNTNTIEFUA T e e U dsliiUsdulmnaansanlunsanulynnie

Y
£

gUATIA ALADIUUVUUIMNUNLULAZHAN TENUTIDANTY
1.3 MInTIafiufiviinemu (Site Inspection) §UsAutiyumsegunuaunsoasiudiiie
ATITHDUAIUTYUT08YDINUANAIDUNTAINTINADUAUYNADIAUUNUNILATEY Y 90

\Wouse dedyqIad uarAINIEEUTEUITZUY

2. Bnsussiliunanisuf iRy

2.1 msUszdiunanusadia (KPl - Key Performance Indicators) Uszsfiuanninessii
fstun LU dulunumasanislunaniisinun gunsaiiadsasufumuunussuvannsold
Nuldlagluilgymadganuiianelavedldau (wuvasuaiy)

2.2 ANINAGDUTEUUNS IRAR S (System Acceptance Testing) UsgLiUAUATNUDS
szuuNMTMAdeUNlexsie ANIE uazAIETios ATdeUdn VLAN, IP, sivue
as woagmadldnudulununasguiindy

2.3 M5IATIELATaTUNAN1IALT U (Post-Project Evaluation) & SUfagauy
Tassmsdosdaviimenuasunanisdifiuem nieuuansgauds 9aseu uazteiausuusiie

LYY Ly v 6

SulsdeAuT e ImumuKaans Wisuiieuiudmunenivue waziiansanusulss

e

Junoulusaudald
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3, \pdasiia/Paemaiildlunishnmuuazuseidiu
1. wuunlesuseuYsEITUADY WY S189UETINUR 5189UNISTRARS 51897
NAdU
2. wuuesuUssiiunuewaud ntdl (Self-assessment Form)
3. WuuaeunuANNianelaveeldau (User Feedback Form)
4. szuufnmuNanuleUnIesyuueaulal 19U Google Sheets, SguU Intranet Aelu
NI

5. Uszyuasuna (Debriefing Meeting) vdilasamsiivesuilsnnudniiuanniiuau

4.5 35581UTI/ANSTIN/A385530TUNTU IR

1. desfimnudedndmaindn it wanuvesfdurndunanuvesny lailiviedianu
faulsivh masuazi I lunsaueveiuis wagliaenidounauuesddu sauvilshi
waues auedludsndefulumeunslunsamsivimsiedvdInuinnimiaduly
dnwaziagsilmidlaiaindunanulyl

2. FedliiAusAuardnafiayanavieunasiisnvesteyaiithanldlunanumaininues
AULBILAZRARIVANIUYDINITAUAI

3. fosliAfefsmalselovimadndnauaziasvieavidndvidiuyanavosduay
dnduyweru

4. waumaAndndedldinannsinulaglivdnindndunas Lifeafsnifdes
wag tauenaumuanduais iadadeavunanis@inu Ainsed duasied viedide
Taewis nauszlemidrusn viefeansairsanudemeonnidu waviauonanunuaaiy
93¢ Wvenetorunulagusrainnisnsvaevdudulunaivdn

5. fonhnanululdusslenilumeiiveusssu uasseusengmne

6. MNHANUMAVTNINTIETeyanMsinTTeluaunsednd
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uni 5

Jauvnavassa wazuuamslunisunlanazniswanney

LB LANISANTUINUDDNBUULAZIANITILUULAS DUNUVDIANIUUAUNS N A1m I U

fiuszavsnmgean n1sszylym guassa wazuumauilvegraduszuuialudsdnlu oy

NINFUNINLAAZTUN B UTUNTLUIUNITANAILALNAADUTEUUAULHUNIN FI5:

5.1 Ugymauassalunisufjinanuy

Sumpu: drsaviuiiianne

Hoywn: Foyavthaniliasudu Auftadedidositn wu mugaesih vidolifivesma
Wiuge
Sumau: anUUUN1IAARY

Jaywn: vonuuuliaseumgugunsainFerudesnsluaunan iy nsveneiiuiildan
fumeu: Tufinderruuduievesuiiunisiane
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https:// piravit.nedium.com/38n15Us-subnet-U84LATOUIUU)-subnetting-3%1-
network-561c855ef586
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VLAN Configuration via CLI on 300/500 Series Managed Switches. @uUAuain
https://www.cisco.com/c/en/us/support/docs/smb/switches/cisco-small-business-
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